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(5) It shall be relevant, timely, com-
plete and accurate for its intended use;
and

(6) Appropriate administrative, tech-
nical, and physical safeguards shall be
established, based on the media (e.g.,
paper, electronic, etc.) involved, to en-
sure the security of the records and to
prevent compromise or misuse during
storage or transfer.

(b) No record shall be maintained on
how an individual exercises rights
guaranteed by the First Amendment to
the Constitution, except as specifically
authorized by statute; expressly au-
thorized by the individual on whom the
record is maintained; or when the
record is pertinent to and within the
scope of an authorized law enforcement
activity.

(c) Notices shall be published in the
FEDERAL REGISTER and reports shall be
submitted to Congress and the Office of
Management and Budget, in accord-
ance with, and as required by 5 U.S.C.
552a, OMB Circular A-130, and 32 CFR
part 310, as to the existence and char-
acter of any system of records being es-
tablished or revised by the DoD Compo-
nents. Information shall not be col-
lected, maintained, or disseminated
until the required publication/review
requirements are satisfied.

(d) Individuals shall be permitted, to
the extent authorized by this part:

(1) To determine what records per-
taining to them are contained in a sys-
tem of records;

(2) Gain access to such records and
obtain a copy of those records or a part
thereof;

(3) Correct or amend such records on
a showing the records are not accurate,
relevant, timely, or complete.

(4) Appeal a denial of access or a re-
quest for amendment.

(e) Disclosure of records pertaining
to an individual from a system of
records shall be prohibited except with
the consent of the individual or as oth-
erwise authorized by 5 U.S.C. 552a and
32 CFR part 286. When disclosures are
made, the individual shall be per-
mitted, to the extent authorized by 5
U.S.C. 552a and 32 CFR part 310, to seek
an accounting of such disclosures from
DTRA.

(f) Computer matching programs be-
tween DTRA and Federal, State, or
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local governmental agencies shall be
conducted in accordance with the re-
quirements of 5 U.S.C. 552a, OMB Cir-
cular A-130, and 32 CFR part 310.

(g) DTRA personnel and Systems
Managers shall conduct themselves,
pursuant to established rules of con-
duct, so that personal information to
be stored in a system of records shall
only be collected, maintained, used,
and disseminated as authorized by this
part.

§318.5 Designations and responsibil-
ities.

(a) The Director, DTRA shall:

(1) Provide adequate funding and per-
sonnel to establish and support an ef-
fective Privacy Program.

(2) Appoint a senior official to serve
as the Agency Privacy Act Officer.

(3) Serve as the Agency Appellate Au-
thority.

(b) The Privacy Act Officer shall:

(1) Implement the Agency’s Privacy
Program in accordance with the spe-
cific requirements set forth in this
part, 5 U.S.C. 5562a, OMB Circular A-130,
and 32 CFR part 310.

(2) Establish procedures, as well as
rules of conduct, necessary to imple-
ment this part so as to ensure compli-
ance with the requirements of 5 U.S.C.
562a, OMB Circular A-130, and 32 CFR
part 310.

(3) Ensure that the DTRA Privacy
Program periodically shall be reviewed
by the DTRA Inspectors General or
other officials, who shall have special-
ized knowledge of the DoD Privacy
Program.

(4) Serve as the Agency Initial Denial
Authority.

(¢) The Privacy Act Program Manager
shall:

(1) Manage activities in support of
the DTRA Program oversight in ac-
cordance with part, 5 U.S.C. 552a, OMB
Circular A-130, and 32 CFR part 310.

(2) Provide operational support, guid-
ance and assistance to Systems Man-
agers for responding to requests for ac-
cess/amendment of records.

(3) Direct the day-by-day activities of
the DTRA Privacy Program.

(4) Provide guidance and assistance
to DTRA elements in their implemen-
tation and execution of the DTRA Pri-
vacy Program.
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(5) Prepare and submit proposed new,
altered, and amended systems of
records, to include submission of re-
quired notices for publication in the
FEDERAL REGISTER consistent with this
part, 5 U.S.C. 552a, OMB Circular A-130,
and 32 CFR part 310.

(6) Prepare and submit proposed
DTRA privacy rulemaking, to include
documentation for submission of the
proposed rule to the Office of the Fed-
eral Register for publication. Addition-
ally, provide required documentation
for reporting to the OMB and Congress,
consistent with this part, 5 U.S.C. 552a,
OMB Circular A-130, and 32 CFR part
310.

(7) Provide advice and support to
DTRA elements to ensure that:

(i) All information requirements de-
veloped to collect and/or maintain per-
sonal data conform to DoD Privacy Act
Program standards;

(ii) Appropriate procedures and safe-
guards shall be developed, imple-
mented, and maintained to protect per-
sonal information when it is stored in
either a manual and/or automated sys-
tem of records or transferred by elec-
tronic or non-electronic means; and

(iii) Specific procedures and safe-
guards shall be developed and imple-
mented when personal data is collected
and maintained for research purposes.

(8) Conduct reviews, and prepare and
submit reports consistent with the re-
quirements in this part, 5 U.S.C. 552a,
OMB Circular A-130, and 32 CFR part
310, or as otherwise directed by the De-
fense Privacy Office.

(9) Conduct training for all assigned
and employed DTRA personnel and for
those individuals having primary re-
sponsibility for DTRA Privacy Act
Record Systems consistent with re-
quirements of this part, 5 U.S.C. 552a,
OMB Circular A-130, and 32 CFR part
310.

(10) Serve as the principal points of
contact for coordination of privacy and
related matters.

(d) The Directorate Heads and Office
Chiefs shall:

(1) Recognize and support the DTRA
Privacy Act Program.

(2) Appoint an individual to serve as
Privacy Act Point of Contact within
their purview.

§318.6

(3) Initiate prompt, constructive
management actions on agreed-upon
actions identified in agency Privacy
Act reports.

(e) The Chief, Information Systems
shall:

(1) Ensure that all personnel who
have access to information from an
automated system of records during
processing or who are engaged in devel-
oping procedures for processing such
information are aware of the provisions
of this Instruction.

(2) Promptly notify automated sys-
tem managers and the Privacy Act Of-
ficer whenever they are changes to
Agency Information Technology that
may require the submission of an
amended system notice for any system
of records.

(3) Establish rules of conduct for
Agency personnel involved in the de-
sign, development, operation, or main-
tenance of any automated system of
records and train them in these rules of
conduct.

(f) Agency System Managers shall ex-
ercise the Rules of Conduct as specified
in 32 CFR part 310.

(g) Agency personnel shall exercise
the Rules of Conduct as specified in 32
CFR part 310.

§318.6 Procedures for requests per-
taining to individual records in a
record system.

(a) An individual seeking notification
of whether a system of records, main-
tained by the Defense Threat Reduc-
tion Agency, contains a record per-
taining to himself/herself and who de-
sires to review, have copies made of
such records, or to be provided an ac-
counting of disclosures from such
records, shall submit his or her request
in writing. Requesters are encourage to
review the systems of records notices
published by the Agency so as to spe-
cifically identify the particular record
system(s) of interest to be accessed.

(b) In addition to meeting the re-
quirements set forth in this section
318.6, the individual seeking notifica-
tion, review or copies, and an account-
ing of disclosures will provide in writ-
ing his or her full name, address, Social
Security Number, and a telephone
number where the requester can be
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